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Recapitulare



Tema pentru acasa

curs 6, prezenta obligatorie, 25% din nota
Interesare subiect ?

e

‘ Nota Tema \




Concepte



Concepte

Tipuri de date
Malware

Criptare

Cautare a informatiilor



Tipuri de date

Web
HTML (.html, .htm, .asp, .php)
suport — Cascading style sheets, Javascript (.css, .js)
Imagini
Date
XML, RSS

Binare (fisiere oarecare)
Aplicatii
Java - limbaj interpretat
Active X (Internet Explorer)

Flash (.swf) — Adobe Flash Player
Silverlight (Microsoft)



Tipuri de date

Documente
Portable Document Format (.pdf) — Adobe Reader
altele

Imagini
Dimensiunea extrem de importanta (90 -95 % din
cantitatea de date web sunt imagini)

Formate:
jpg — fotografii
gif — desene, animatie, transparenta
png — vectorial, transparenta



Tipuri de date

Multimedia — streaming

Audio (CD 1411.2kbs, compresat 128-320kbs)
mp3—-MPEG 1 Layer 3
wma —Windows Media Audio

Video

avi —Audio Video Interleave
wmv — Windows Media Video

swf



VEWEITL:

icious Soft

Virus

cod executabil

reproducere si distributie daca e lansat in executie
Worm

reproducere si distributie prin transmisie activa prin retea
Profit

Spyware: aflare de informatii generale si comunicare pe
Internet

Key logger: informatii confidentiale urmate de furt
Dialers: acces nedorit la servicii cu plata

Fara click automat:



Criptare

Hash Value — valoare calculata cu un anumit
algoritm

Data: 10667; Algoritm Hash: Data x 143; Valoare

Hash:1525381

Daca stiu algoritmul si valoare Hash pot afla datele
Sisteme de criptare

simetrice — aceeasi cheie utilizata la
criptare/decriptare si expeditor/destinatar
asimetrice

cheie publica
cheie privata



Criptare

chei asimetrice

cheie publica
a destinatarului —la criptare
a expeditorului — la verificarea semnaturii digitale

cheie privata (~ 3 ori)
a destinatarului — la decriptare

a expeditorului — la semnare digitala
exemplu: A trimite un mesaj lui B

B isi face cunoscuta cheia publica

A gaseste cheia publica a lui B (lacat)

A cripteaza mesajul cu cheia publica a lui B (cutie)

A trimite mesajul criptat pe cai nesigure (posta/prieten)

Mesajul poate fi decriptat cu cheia privata a lui B
(cheie)



Coduri simetrice

OTP —OneTime Pad — dovedit matematic
sigur (nepractic)

DES (56b) Data Encryption Standard — 3DES
AES (128, 192, 256b) Advanced Encryption
Standard

Blowfish

Twofish (128, 192, 256b)

Arcfour



Securitate coduri simetrice

Forta bruta
32 biti — 232 pasi ~109 — oricine
40 biti — 24° pasi ~10'2 — 1 saptamana cu 1
calculator modern
56 biti — Effort substantial

retea de calculatoare in comun — cateva luni

hardware specializat (scump) — usor: accesibil pentru
guverne
org. criminale
companii mari



Securitate coduri simetrice

Forta bruta
64 biti — Pot fi sparte
acum —guvernele mari

in cativa ani de:
guverne mici
org. criminale
companii mari

80 biti — siguranta pentru cativa ani

128 biti — siguranta pe viitor (109 pasi/s — mai mult
decat varsta universului)



Coduri asimetrice

DSS — Digital Signature Standard
RSA — Rivest, Shamir, Adleman
-orta bruta

256 biti —usor de spart

512 biti — retea de calculatoare in cateva luni

768 biti— momentan sigure dar nu pe termen lung
1024 biti — sigure pentru cativa ani
2048 — sigure pentru viitor



Wireless

WEP

Wired Equivalent Privacy
Nesigur

WPA
Wi-Fi Protected Access

compatibil hardware cu WEP
WPA2

802.11i standard (AES)
PSK/EAP/TKIP/AES

End-to-End encryption (>2,3 OSlI)



Certification Authorit

Verisign (si altele)
implicit acceptate
~400%/an

Certificate proprii
implicit neacceptate
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Cautare de informatii



Motoare de cautare

- e - X ¢
el tuiasi.ro &l ¥+ | X | |k Live Search M

Motoare de cautare
2923 ( International ) Top 5 Seareh Engtnes from oot 2010 14 0ct 2011
Google (89.8%) »
Yahoo (5.15%) B
Bing (3.27%) ]
2011 (International)“]
Google (91.1%)
Bing (3.63%)
Yahoo (3.56%)




Motoare de cautare

SEO

Search Engine Optimization



AND |
+ Cuv_1 +Cuv_2

OR
SAU logic
Cuv_10RCuv_2

NOT

NEGARE logica
Cuv_1 AND NOT Cuv_2
+ Cuv_1-Cuv_2



NEAR
apropiere in pagina
Cuv_1 NEARCuv_2
Fraza

"Cuv_1Cuv_2....Cuv._Nn"

Operator implicit AND

Cuv_1Cuv_2=Cuv_1AND Cuv_2
Cautare avansata

Interfata web pentru introducerea acestor parametri
Se pot introduce si alte optiuni



Cautare avansata

diabetic ketoacidosis signs and symptoms

Find web pages that have...

all these words: diabetic ketoacidosis signs and symptoms
this exact wording or phrase:

one or more of these words:

But don't show pages that have...

any of these unwanted words:

Need more tools?

Reading level: no reading level displayed ’LJ

' sults This option does not apply in Google Instant.
Language: any language =
File type any format E

Search within a site or domain:

youtube.com

=| Date. usage rights. region. and more

Date: (how recent the page is) anytime
Usage rights not filtered by license

Where your keywords show up: | anywhere in the page

EN|EN|ER|EX

Region: any region

Numeric range:

SafeSearch: Q@ Off On

i Advanced Search l

-F




Indicatii

Folositi termeni neunivoci
it thin film technology
Incercati sa gasiti un termen care sa fie propriu
informatiei cautate
Do not feel lucky!"! (lucky = lazy)

Nu cautati in limba romana

E mai importanta identificarea

unui site utilizabil decat a CO
informatiei punctuale cautate

le

| Google Search ||  I'm Feeling Lucky |




Indicatii pentru alegerea surselor

Estimati identitatea reala a celui care posteaza
Estimati competenta celui care posteaza
Estimati credibilitatea celui care posteaza
Verificati informatia dobandita

Cross-check

Gasiti informatie cu acelasi sens la alte surse
identificabile, credibile, competente

Dupa identificarea unei surse valide, cautati in
acel loc si alte informatii valide din domeniul de
Interes



ldentitate

Evaluarea cat mai corecta a identitatii reale a
furnizorului de informatie

Oricine poate posta public orice informatie
Oricine isi poate aroga orice identitate
In anumite locuri (? free)
Posibilitati de verificare
Nume de domeniu
ETTI lasi -> etti.tuiasi.ro

Adrese de email
....@etti.tuiasi.ro
Verificarea apartenentei prin accesarea domeniului
“parinte”
www.etti.tuiasi.ro -> www.tuiasi.ro
kovlerdaily.wordpress.com/ -> www.wordpress.com (? free)



Competenta

Estimarea cat mai corecta a competentel
furnizorului de informatii
Centru de cercetare in diabet in tari dezvoltate
Spital universitar in tari dezvoltate
Spital public

Spital/cabinet medical privat
Organizatie non medicala
Public/Forum



Credibilitate

Detectarea “conflictului de interese” in cazul
furnizorului de informatii

Firme care activeaza in domeniu (~)

Informatii despre insulina mai credibile la o firma care
produce aparatura pentru injectii

Informatii despre aparatura pentru injectii mai credibile la o
firma care produce insulina

Informatii mai credibile la o firma mare in domeniu

"numele” cantareste mai mult decat eventuala publicitate

Prezenta reclamelor generale (Google adSense) pe
site (?)



Cautare exemplu

Madonna — Like a prayer (versuri)
Madonna — 91.500.000
Madonna Prayer — 2.880.000
+Madonna +Prayer — 2.580.000
+Madonna +Prayer —religion — 98.500
+Madonna +“Like a prayer” —818.000

+Madonna +“Like a prayer” +lyrics — 144.000

din primele 10 rezultate contin informatia cautata



Cautare exemplu

Diabet, semne de cetoacidoza
diabet (RO) — 6.530.000 (0.245)
diabetes (ENG) — 277.000.000 (0.145)

Top 10 Languages in the Internet

http://translate.google.com . millions of users )

ReZUItate bune pentru CUVInte cnine-se I, 321

cetoacidoza -> ketoacidosis = o) —

Diabetes AND ketoacidosis il

Millions of Users

Estimated Internet users are 1,596,270,108 for 2
Copyright@ 2009, Miniwatts Marketing Group



Cautare exemplu

Diabet, semne de cetoacidoza

diabetic OR ketoacidosis OR signs — 653 000.000
Diabetes AND ketoacidosis

diabetes ketoacidosis — 8.380.000 (0.195)

diabetic ketoacidosis —1.340.000 (0.15)
S|gns 2002) IMDb

_d_l_a_t_)_e_zte_s ketoacidosis| ) - Rating: 6.8/10 - 137,456 vote
— A family liv mg on a farm fnds my sterious. crop ci

diabetic ketoacidosis something more frightening to come

diabetic ketoacidosis treatment Directed by M. Night Shyamalan. Starring Mel G

Full cast and crew - Synopsis - Trivia - Memorab

diabetic ketoacidosis emedicine
diabetic ketoacidosis guidelines

diabetic ketoacidosis signs —10.900.000
+diabetic +ketoacidosis +signs —10.900.000



Cautare exemplu

Diabet, semne de cetoacidoza
"diabetic ketoacidosis signs" — 17.400

"diabetic ketoacidosis signs and symptoms"
7.060

Ads - Why these ads?

Tvpe 2 Diabetes Symptoms | joslin.org

v.joslin.org
Frequently Experienced Symptoms. Contact Our Physicians Today!

Hyperglycemia & Diabetics | BakerlDl.edu.au
www._bakeridi_edu.au

Free Online Risk Assessment Tool Instant Results. Do Your Check Now!

How to manage Diabetes - Diabetes diet and control
ww.healthyyears.org

Clear and trusted information

Dlabetlc ketoaados is. Symptoms - MayoClinic.com

nayoclinic.com/health/diabetic.../D ON=sympt
Dlabeuc ketoaudosw signs and symptoms often de»elop qLucklv sometimes within
24 hours. You may notice: Excessive thirst; Frequent urination; Nausea and .

Diabetic Ketoaudos:s Signs And Symptoms | Nursing Crib

co iabetic-ketoacidosis-signs-and-symptoms,
o — Filed under Materal & Child Health Nursing - Tagged with Diabetic
KetoaC|d05|s Diabetic Ketoacidosis signs and symptoms. Diabetic ..

Diabetic Ketoacndosns Signs and Symptoms

v.onlymyt

com/diabetic

Dlabet\c Ketoamdosm svmptoms - Get mformanon abom S\'mptoms of Diabetic



Cautare exemplu

Type 2 Diabetes Symptoms | joslin.org
www._joslin.org
Frequently Experienced Symptoms. Contact Our Physicians Today!

vaerqlvcemia & Diabetics | BakerlDl.edu.au

Free Onlme Rlsk Assessment Tool Instant Results. Do Your Check Now!

How to manage Diabetes - Diabetes diet and control
www_healthyyears.org
Clear and trusted information

Dnbetlc ketoacrdoas Symptoms - Ha»oChmc com
mayoclinic.com/health/diabetic.. /DSECTION=

Dlabetlc ketoacndosns signs and symptoms often de elop quu:kly sometimes within

24 hours. You may notice: Excessive thirst; Frequent urination; Nausea and ..

Recunoscute prin faptul ca:

Rezultate
sponsorizate
De obicei ofera mai
putine informatii utile
d.p.d.v. psihologic,
evitate de utilizatori
(conflict de interese)

URL-ul contine numai numele de domeniu “www.site.com” (fara

“[fisier.htm")

Sub rezultat exista un slogan comercial, nu un citat din pagina

respectiva



Cautare exemplu

Diabet, semne de cetoacidoza
"diabetic ketoacidosis signs and symptoms" —

Ads - Why these ads?

7 . O 6 O Type 2 Diabetes Symptoms | joslin.org

www_joslin.org
Frequently Experienced Symptoms. Contact Our Physicians Today!

Hyperglycemia & Diabetics | BakerlDl.edu.au
www_bakeridi.edu.au
Free Online Risk Assessment Tool Instant Results. Do Your Check Now!

How to manage Diabetes - Diabetes diet and control
www.healthyyears.org
Clear and trusted information

Dlabetlc ketoaC|dOS|s Symptoms - MayoClinic.com

mayo linic.com/health/diabetic DSECTION= symptoms

Dlabetlc ketoaC|d05|s signs and symptoms often develop quickly, sometimes within
24 hours. You may notice: Excessive thirst; Frequent urination; Nausea and .

Dlabetlc Ketoacidosis Signs And Symptoms | Nursing Crib
nursingcrib.com/tag/diabetic-ketoacidosis-signs-and-symptoms

ago — Filed under Maternal & Child Health Nursing - Tagged with Diabetic
Ketoacidosis , Diabetic Ketoacidosis signs and symptoms, Diabetic .

Dlabetlc Ketoamdoms Slgns and Symptoms

ptoms-1295

W.0 vhealth.com/diabetic-keto C Sy
Dlabetlc Ketoamdosw sy mptoms - (‘et mformatlon about symptoms of Diabetic




Tehnologia server-elor Web

cerere HTTP
g' raspuns HTTP

Server Side Script
PHP — Hypertext Preprocessor
ASP —Active Server Pages
CGI-Common Gateway Interface
Client Side Script
JavaScript
JVM - Java Virtual Machine
Programe: ActiveX, Flash
Baze de Date
SQL - Structured Query Language
MySql — open Source
Microsoft SQL Server
Oracle

il
Il



Tehnologia server-elor Web

PHP — Hypertext Preprocessor
initial — Personal Home Page

open source
C++

Apache
ASP — Active Server Pages

TR — Apache

Microsoft N
VBasic o
1S

358

Java/JavaScript _ ,/«J\JN’\\L___

Sun / -
MasinaVirtualaJava ~ ~ /
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Laboratorul de microunde si optoelectronica

rdamian@etti.tuiasi.ro



